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Abstract 
Web services are software systems that enable 
applications serving various functions through the web. 
Extensible Markup Language (XML) is used in the 
integration of applications which makes data sharing 
and communication within applications easier and 
uniform. Security is an important aspect of web services.   
Securing XML data is critical to the success of any web 
based applications or web services. In this research work 
we have designed and implemented a single-point rule-
based security engine for Apache Axis. Apache Axis is an 
open source web services development and deployment 
platform. By doing this we reuse the same security 
engine for more than one web service so that 
applications need not to implement separate security 
logic. The security engine provides support for 
Authentication, Authorization, Decryption and Signature 
Verification. A test application is also implemented to 
validate the design and implementation of the rule-based 
security engine. 

1. Introduction 

Web services allow web-based applications to be 
created and used on any platform and any programming 
language. Prior to the invention of web services and 
XML, when a web based application needed to 
communicate with other applications, the developer had 
to create a separate interface for each application to be 
communicated with. To simplify this process, Extensible 
Markup Language (XML) is an important step in the 
application integration [4]. XML allows different users 
to view data in different data formats, from the same or 
different applications. This format has been the most 
common format for the exchange of data over the web, 
which makes data sharing and communication within 
applications easier and uniform. 

Since XML has become central to web-based 
communications, securing XML data is critical to the 
success of endeavors that leverage these technologies. 
The two key facets of securing XML are XML 
Encryption, i.e. encrypting XML so that it is readable 
only to those authorized, and XML Signature, which 
authenticates senders i.e. verifies the identity of the 
senders of XML documents [1][2]. There is a set of core 
XML security standards that provides a common 
framework and a set of processing rules that can be 
shared across applications using common tools, avoiding 
the need for extensive customization of applications to 
add security. By employing existing technologies and 
enabling use of XML paradigms and tools, XML security 
minimizes the need to modify applications to meet 
security requirements. 

Currently most research works on XML and web 
service security are focused on security standards [8][9]. 
Changes in application functionality or business 
requirements often lead to a complete redesign of the 
underlying security engine as well as the entire 
application. [10] While these XML security standards do 
solve the security problems faced by XML web services, 
there is still a need for a security architecture that can 
leverage these standards based implementations to 
enable the secure deployment of web services.  In this 
research work, a rule-based security engine is proposed, 
which can enforce security policies desired for a 
deployment. In this way, developers of web services can 
just declare the security attributes required for their 
applications, without the need to take care of the detailed 
security rules. The advantages are that the security 
engine can be reused for different web services and the 
development cost can be significantly lowered. 

2. Web services and XML security 

The most common web service protocol in use today 
is the Simple Object Access Protocol (SOAP). [7] SOAP 
uses XML to represent data and support communication 
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through different transport protocols. A lot of efforts 
have been made to address the various security concerns 
arising in the deployment of XML-based web services. 
These include a core set of XML security standards and 
some major applications of these standards. The core set 
of XML security standards consists of XML Digital 
Signature (Integrity and signatures), XML Encryption 
(Confidentiality), XML Key Management Specification - 
XKMS (Confidentiality), Security Assertion Markup 
Language –SAML (Authentication and Authorization 
Assertions), and XML Access Control Markup Language 
- XACML (Authorization Rules). Some major 
applications of XML security include Web Services 
Security (Roadmap and WS-Security), Privacy - 
Platform for Privacy Preferences (P3P) and Digital 
Rights Management - eXtensible Rights Markup 
Language 2.0 (XrML). [3][5] 

In general, the various aspects concerning XML 
security include the following issues. (1) Authentication 
- Who is it? It determines the identity or role of a party 
attempting to perform some action such as accessing a 
resource or participating in a transaction. (2) 
Authorization - What can they do? It determines whether 
some party is allowed to perform a requested action, 
such as viewing a web page, changing a password etc. 
(3) Integrity - Ensuring that information is intact. It 
ensures that information is not changed, either due to 
malicious intent or by accident. (4) Signature - Creation 
and verification electronic signatures, similar to 
handwritten signatures. (5) Confidentiality - Making 
content readable only to authorized parties, and 
unreadable to others. (6) Privacy - Limiting access and 
use of individually identifiable information. (7) Digital 
Rights Management - Limiting use and sharing of 
content according to license agreements. [4] 

The XML security standards are designed to meet 
the security requirements detailed above, and also to 
conform to common XML paradigms. The standards are 
designed to offer the flexibility and extensibility aspects 
of XML, allowing security to be applied to XML 
documents, to XML elements and element content, as 
well as to arbitrary binary documents. In addition, these 
standards also support extension of the XML 
vocabularies by using XML namespaces and extensible 
XML Schema definitions. XML security technologies 
may be applied to end-end security, which is especially 
important when XML messages are routed through a 
number of processing intermediaries. Persistent security 
is associated with the content, rather than with a 
transport pipe. Also, XML security technologies reuse 
existing cryptographic and security technologies 
whenever possible, without reinventing the wheel.  In 
this paper, we will further investigate the design of a 
security engine that will enforce XML security rules for 
various applications. 

3. Enabling security for Apache Axis: 
design and implementation 

To enable security for Apache Axis, we designed a 
rule-based security engine, which takes care of the 
implementation of security policies, and thereby taking 
the security burden away from the applications.

3.1 Architecture to enable rules-based security  

At the core of this architecture is a configurable, 
rule-based security engine for implementing XML web 
services security policies. The typical security 
requirements required by the XML web services are 
authentication, authorization, and content validation. A 
security engine that can address these security concerns 
would go a great way towards minimizing the burden on 
development of different web services.  It could shield 
web-services based applications from security threats in 
two different ways: either as a single point through 
which all XML requests to a web service pass or be more 
distributed, consisting of security agents that reside at the 
web services (endpoints), and communicate with a 
central server or engine which is responsible for 
implementing the security policies.  Both of these 
approaches can make sense, depending on the particular 
security requirements. In this research work we adopt the 
first approach i.e. the single point access method through 
which all the XML request passes to the web services 
applications. 

3.2 Enabling rules-based security in Axis 

For the implementation of a rule-based security 
engine for web services, we have chosen to enable 
security for Axis, an open-source web service engine. 
Apache AXIS is an open source, Java and XML based 
Web service framework consisting of an implementation 
of the SOAP server, and various utilities and API's for 
generating and deploying Web service applications. [6] 
At its core, Axis is a configurable SOAP engine. It can 
be a simple standalone server, but can also be deployed 
into existing servlet engines such as Tomcat. It provides 
extensive support and tooling for to deploy Java/C++ 
classes as web services and also provides a monitor to 
watch TCP/IP packets for debugging purposes.   

Axis’s architecture is very flexible, allowing 
developers to insert extensions into the engine to provide 
additional functionality. Services can be deployed in 
Axis in two primary ways: (1) Instant or “Hot” 
deployment. In this mode, what needs to be done is to 
drop the service defined in Java classes into appropriate 
directory in Axis, and Axis takes care of locating and 
compiling the Java classes, and converting to and from 
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XML service requests/responses into Java code 
appropriately. (2) Custom deployment. In this mode, a 
special XML format called Web Service Deployment 
Descriptor (WSDD) is used to describe how a web 
service is to be deployed and to actually expose Java 
implementations as web services in Axis. In the custom 
deployment mode, the WSDD files created by the service 
deployer are fed into a tool provided by Axis to actually 
deploy the services. 

In our implementation of rules-based security for 
Axis, the security rules for authentication, authorization, 
integrity, and signature verification are specified in a 
centralized manner on the Axis web service engine, and 
any application that is subsequently deployed as a web 
service automatically “gets” all these security attributes. 
The security engine that interprets these security rules 
and enforces them is an Axis “Handler” [7]. 
3.2.1 Deployment overview of Axis 

The Axis system can be deployed either as a 
standalone system, or as a system that plugs into a servlet 
engine. Figure 1 shows the architecture of the servlet 
framework: 

Figure 1 Message flow in servlet engine 

In the deployment mode that we have chosen, Axis 
is a servlet that plugs into the servlet engine as shown in 
Figure 1. This combination of Tomcat and Axis is 
installed on a Microsoft Windows 2000/XP platform.   

3.2.2 Architectural overview of Axis     

The core of the Axis engine is all about processing 
messages. When a central Axis processing unit runs, a 
series of handlers are invoked in a specified order. The 
particular order is determined by two factors - 
deployment configuration and whether the engine is a 
client or a server. The object which is passed to each 
handler invocation is a MessageContext, which contains 
several important parts: a "request" message, a 
"response" message, and a bag of properties. There are 
two basic ways in which Axis is invoked: As a server, a 
Transport Listener will create a MessageContext and 
invoke the Axis processing framework. As a client, 

application code will generate a MessageContext and 
invoke the Axis processing framework. In both cases, the 
Axis framework's job is simply to pass the resulting 
MessageContext through the configured set of Handlers, 
each of which has an opportunity to do whatever it is 
designed to do with the MessageContext. 

The path of a message on the server side is shown in 
Figure 2. The small cylinders in the figure represent 
Handlers, and the larger, enclosing cylinders represent 
Chains. A Chain is nothing but an ordered collection of 
handlers. 

When a message arrives at the Axis server, the 
transport listener packages the message into a Message
(org.apache.axis.message), and puts the Message into a 
MessageContext object. The MessageContext is also 
populated with various properties (nothing but key-value 
pairs) by the Listener. The Transport Listener also sets 
the transportName property on the MessageContext. 
Once the MessageContext is ready, the Listener hands it 
to the AxisEngine. 

Figure 2 Message paths in axis engine 

The AxisEngine's first job is to look up the transport 
object by name. The transport is an object that contains a 
request Chain, a response Chain, or perhaps both. If a 
transport request Chain exists, it will be invoked, passing 
the MessageContext into the invoke() method. This will 
result in calling all the Handlers specified in the request 
Chain configuration. After the transport request Handler, 
the engine locates a global request Chain, if configured, 
and then invokes any Handlers specified therein. 

3.2.3 Rule-driven security engine – a global 
request/response handler 

For this research work, the Axis engine has been 
made security-enabled, through rules specified in a rules 
configuration file, by implementing a Global 
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Request/Response Handler that parses the security rules 
file, interprets the security rules, and implements the 
specified requirements. Since the Security engine is 
implemented as a Global Request/Reponse Handler, 
every request/response that passes through the Axis 
engine pass through the request/response handler. Hence, 
the security rules applied to the services deployed on the 
Axis engine are all controlled centrally via the rules 
specified in the security configuration file. [7] 

3.3 Implementation structure 

The implementation of the rule-based security 
engine consists primarily of the following five 
modules/Java classes, a Security Policy 
Interpreter/Handler, an Authentication Handler, an 
Authorization Handler, a Signature Handler, and an 
Encryption/Decryption Handler. 

3.3.1 Security policy handler 

The Security Policy Handler is a Global Request 
Handler as described in Section 3.2.3. This module 
mainly parses the security policy file, and invokes the 
other handlers appropriately, as required. Here is a 
sample security policy XML file:  
<SecurityPolicy> 
   <Authentication on=”true” method=”basic”/> 

<!—Specifies whether authentication is to be 
performed or not. If on is set to true, 
authentication is enabled. Disabled If set to 
“false”/> 

   <Authorization on=”true”/> 
<!—Specifies whether authorization is to be 
performed or not. If on is set to true, 
authorization is enabled. Disabled if set to 
“false”/> 

<Signature verification = ”true“                            
signaturePropFile  = ” crypto.propertes”/> 

<!—Specifies whether signature verification 
is to be performed or not. If verification is set to 
true, signature verification is enabled. If it is set 
to “false”,  signature verification is disabled./> 

<Decryption on = ”true”  decPropFile = 
”crypto.properties”/> 

<!—Specifies whether decryption needs to be 
performed or not. If on is set to true, decryption 
is enabled. Disabled if set to “false”/> 

</SecurityPolicy> 

All of the above specified elements are optional, and 
the absence of an element indicates that security rule is 
not enforced.   

The SecurityPolicyHandler works as follows. If 
Authentication is required, the appropriate handler is 

invoked. If authorization handler is needed, the 
AuthorizationHandler is invoked. If Signature 
verification is required, the SignatureHandler is invoked, 
passing in the specified property file. This property file 
contains the details needed for the SignatureHandler to 
work correctly. If decryption is needed, the 
SignatureHandler is invoked, passing in the specified 
property file. 

3.3.2 Authentication handler 

The Authentication Handler performs simple 
username/password based authentication. The passed 
MessageContext object specifies the user name and 
password. If the username/password combination is 
valid, the authentication is successful. This is a very 
simple authentication scheme, but this can be extended to 
work with a more sophisticated user model. In our 
implementation, the username and password are 
specified in an XML file named users.xml. An excerpt of 
this file looks as follows: 
<Users> 
 <Credential> 
  <UserName>user1</UserName> 
  <Password>pass1</Password> 
 </Credential> 
 <Credential> 

 <UserName>user2</UserName> 
  <Password>pass2</Password> 
 </Credential> 
</Users>  

3.3.3 Authorization handler 

The Authorization Handler is invoked by the 
SecurityPolicyHandler, if required by the SecurityPolicy 
file.  The AuthorizationHandler first checks if the user 
can be authenticated; if so, then checks if the user is 
authorized to access the service. Whether a user is 
allowed to access a service or not is specified when the 
service is deployed, in the Web Service Deployment 
Descriptor (WSDD). The authorization handler retrieves 
this declaration, and then makes the determination as to 
whether the user is authorized to access the service or 
not. 

3.3.4 Signature verification handler 

The SignatureVerificationHandler is invoked by the 
SecurityPolicyHandler when the SecurityPolicy dictates 
it. The parameters required to handle the signature 
correctly are specified by a Java properties file, which 
consists of these entries: the SecurityProvider class, the 
Keystore type, Keystore password, Keystore alias and 
the Keystore location. With these parameters, the 
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appropriate decryption calls can be made. The basic 
decryption steps are: retrieve the public key of the signer 
from the keystore, compute the digest of the data that has 
been signed, using the signer’s public key to decrypts the 
Signed data (SignedInfo), and compare the computed 
digest against the decrypted value. If these match up fine, 
the signature verification is successful. If not, the 
signature verification fails. 

3.3.5 Decryption handler 

The Decryption Handler is invoked by the 
SecurityPolicyHandler if the security policy requires 
decryption. Decryption requires certain details about the 
keystore etc., which are specified through a properties 
file, the same file as used in signature verification. To 
decrypt data, the decryption handler first retrieves the 
public key of the Encrypter from the key store and then 
applies this public key on the encrypted data to get the 
decryptd value. 

3.3.6 Overall structure diagram 

Figure 3 shows an instance of the program flow 
where all the rules are set in the security handler.  If any 
of the rules fails, the execution will be terminated. 
Access to the required service is granted only if all rules 
pass.  

Figure 3:  Case diagram where all the rules are set in the 
security handler 

4. Test application of the rule based security 
engine

In order to test and evaluate the implementation of 
the rule-based security engine, we build up a test 
application of a stock quote service, wherein only paying 
users are able to send requests and get stock quotes back.  
The input to this test application is simply a stock 
symbol which is passed in as Java command-line 
arguments when the client to the service is invoked. The 
result from the application is the value of the stock on 
that particular date and time. To validate our 
implementation of the security engine, we will deploy 
this test web service behind the security engine. Then, by 
turning different security rules on and off on the engine, 
we observe the results produced by the stock quote web 
service.   

This stock quote service is a fairly simple 
implementation: the service just wraps around an HTTP 
based service that is deployed at the URL. An HTTP post 
to this URL returns an XML result of the following 
form: 

<axisSample> 
<stock_quote> 

<price value="47.8"/> 
</stock_quote> 

</axisSample> 

The program retrieves the value attribute from the price
element, and returns that as the result. 

This program is deployed on the Axis engine using 
the following WSDD deployment descriptor: 

<deployment name="test"  
xmlns= http://xml.apache.org/axis/wsdd/
xmlns:java= 
http://xml.apache.org/axis/wsdd/providers/java>

<service name= "urn:xmltoday-delayed-quotes"  
 provider = "java:RPC"> 
<parameter name="className"  
 value= "samples.stock.StockQuoteService"/> 
<parameter name="allowedMethods"  
 value= "getQuote test"/> 
<parameter name="allowedRoles" value="user1,user3"/> 
<parameter name="wsdlServicePort" 
  value="GetQuote"/> 
 <requestFlow name="checks"> 
  </requestFlow> 
  </service> 
</deployment> 

The stock quote service is deployed on the Apache 
Axis server by invoking the following command: 
Java org.apache.axis.client.AdminClient deploy.wsdd   
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Now that the web service is defined and deployed on 
Axis, the next step is to implement a client that can 
invoke it. For this purpose, Axis provides a tool named 
WSDL2Java that automates codes needed to access the 
deployed web service. Alternatively, the client can also 
write code to look up the deployed service and invoke it 
appropriately. The following test cases are implemented 
and summarized as the evaluation of the test application.

4.1 Test case 1 <StockQuoteService, with 
authentication on, negative case> 

This test case invokes the StockQuoteService, with 
authentication turned on in the SecurityPolicy file. The 
user who tries to access the service does not exist in the 
user list. For this test, the SecurityPolicy file looks as 
follows: 

<SecurityPolicy> 
     <Authentication on=”true” method=”basic”/> 
    <Authorization on=”false”/> 
    <Signature creation=”false” verification=”false” /> 
    <Decryption on=”false”/> 
</SecurityPolicy> 

The users in the system are specified in the users.xml as 
in Section 3.3.2.  

The StockQuoteService is invoked as follows: 
java -cp .;%AXISCLASSPATH  
 % samples.stock.GetQuote 
      -lhttp://localhost:8080/axis/servlet/AxisServlet 
      -uuser1111 -wpass1 IBM   
   //-u<… > specify user name, -w<…> specify password 
When this command is run, since the user/password 
combination is invalid (user1111 is not found in 
user.xml), the authentication fails, and no stock value is 
returned.

4.2 Test case 2 <StockQuoteService, with 
authentication off > 

This test case invokes the StockQuoteService, with 
authentication turned off in the SecurityPolicy file, i.e. 
the SecurityPolicy file is the same as in Case 1 except 
that Authentication on = “false”. In this case, when 
invoked with either correct user/password combination 
or incorrect user/password combination, the stock value 
will be returned since authentication is not required. 

4.3 Test case 3 <StockQuoteService, with 
authentication and authorization on, positive 
case> 

This test case invokes the StockQuoteService, with 
authentication and authorization turned on in the 

SecurityPolicy file. For this test, the users.xml file is the 
same as Case 1 and the SecurityPolicy file is as follows: 

<SecurityPolicy> 
<Authentication on=”true” method=”basic” 
usersFile=”users.xml”/> 

      <Authorization on=”true”/> 
      <Signature creation=”false” verification=”false” /> 
      <Decryption on=”false”/> 
</SecurityPolicy> 

When the StockQuoteService is invoked with the correct 
user/password combination for user1, the authentication 
is successful as user1 is found in users.xml. Also, user1 
is a user authorized to access the service as shown in the 
WSDD deployment descriptor, hence the stock value is 
returned. 

4.4 Test case 4 <StockQuoteService, with 
authentication and authorization on, negative case> 

This test case invokes the StockQuoteService, with 
authentication and authorization turned on. The 
SecurityPolicy file and the users.xml are the same as in 
Case 3. However, as shown in the WSDD deployment 
descriptor for the StockQuoteService, the getQuote 
operation can only be accessed by user1 and user3.
Therefore, when the StockQuoteService is invoked with 
the correct username/password combination for user2, 
the authentication is successful since user2 is a valid user 
in users.xml. However, user2 has not been granted access 
to the StockQuoteService, and hence the service does not 
return a stock quote.  

4.5 Test Case 5 <StockQuoteService, with 
signature required, positive case> 

This test case invokes the StockQuoteService with 
the requestor of the service required to sign the request.  
In this case, the security engine needs to verify the 
signature for all inbound requests using the requestor’s 
public key to ensure that the request has indeed been 
signed by the right entity. The security policy file looks 
as follows: 

<SecurityPolicy> 
      <Authentication on=”false”/> 
      <Authorization on=”false”/> 
      <Signature verification=”true” signPropertyFile = 
  ”crypto.properties”/> 
       <Decryption on=”false”/> 
</SecurityPolicy> 

The information needed to verify the signature is present 
in the crypto.properties file with a sample shown in 

Proceedings of the Fourth International Conference on Software Engineering Research,
Management and Applications (SERA’06)
0-7695-2656-X/06 $20.00  © 2006

Authorized licensed use limited to: TOKYO INSTITUTE OF TECHNOLOGY. Downloaded on November 9, 2009 at 06:17 from IEEE Xplore.  Restrictions apply. 



    

Table 1. These pieces of information mainly pertain to 
how the certificate for the requestor can be retrieved, so 
that signature can be verified.  

Property Value 
org.apache.ws.security.crypt
o.provider 

org.apache.ws.security
.components.crypto.M
erlin 

org.apache.ws.security.crypt
o.merlin.keystore.type 

pkcs12 

Org.apache.ws.security.cryp
to.merlin.keystore.password 

Security 

org.apache.ws.security.crypt
o.merlin.keystore.alias 

16c73ab6-b892-458f-
abf5-2f875f74882e 

org.apache.ws.security.crypt
o.merlin.alias.password 

Security 

org.apache.ws.security.crypt
o.merlin.file 

keys/x509.PFX.MSFT 

Table 1:  Crpto Properties File 

To test these settings on the service side, the test 
client needs to sign the request so that it can be verified 
on the receiving (service) side. To accomplish this, we 
deploy the StockQuoteClient on Axis with the following 
deployment descriptor: 

<requestFlow> 
  <handler 
type="java:org.apache.ws.axis.security.WSDoAllSender
" > 
    <parameter name="action" value="Signature"/> 
    <parameter name="signaturePropFile" 
value="crypto.properties" /> 
  </handler> 
</requestFlow> 

This part of the deployment descriptor tells that 
requests for service need to be signed, using the 
information in the file specified. Now, all requests 
originating from this client will be signed.  When the 
StockQuoteService is invoked and we make sure that the 
signature is valid (since the right public key is used in 
signing) the signature is successfully verified and the 
quote is returned. 

4.6 Test case 6 <StockQuoteService, with 
signature required, negative case> 

The setup required for this test case is exactly 
identical to that for test Case 5, but with the wrong 
public key for signature provided at the client.  Due to 
the wrong public key was provided at the client, the 

signature verification fails and the stock quote is not 
returned. 

4.7 Test case 7 <StockQuoteService, with 
encryption required, positive case> 

In this test case, client sends its user name and 
password wrapped in a “Username Token” to the 
request.  We also make the client encrypt the Username 
Token so that it is not in cleartext. Here, the username 
token looks as follows: 

<wsse:UserNameToken > 
 <wsse:Username>user1</Username> 
 <wsse:Password>pass1</wsse:Password> 
</wsse:UserNameToken> 

We use Axis to automatically generate this token by 
specifying the following deployment descriptor for the 
client: 

<requestFlow> 
   <handler type=  
 "java:org.apache.ws.axis.security.WSDoAllSender" > 
    <parameter name="action"  
 value="UsernameTokenEncrypt"/> 
    <parameter name="user" value="user1"/> 
    <parameter name="password"  
       value="pass1"/> 
    <parameter name="passwordType"  
 value= "PasswordText" /> 
    <parameter name="encryptionPropFile"  
 value= "crypto.properties" /> 
    <parameter name="encryptionKeyIdentifier"  
 value= "X509KeyIdentifier" /> 
    <parameter name="encryptionUser"  
      value="16c73ab6-b892-458f-abf5-2f875f74882e" />   
   </handler> 
  </requestFlow> 

We set Decryption on=”true” in the SecurityPolicy 
file. When the client invokes the StockQuoteService, this 
causes the request for the quote, along with the 
Username Token to be sent over to the service. The 
security handler intercepts this, decrypts the data, and 
verifies the username and password against the user list 
in users.xml. The user/password combination used here 
is correct, and the decryption key is right. Hence the 
stock quote is returned. 

4.8 Test case 8 <StockQuoteService, with 
encryption required, negative case> 

The test setup for this test case is exactly identical to 
Case 7. However, the wrong user name/password 
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combination is specified in the client’s deployment 
descriptor. Since this username/password combination is 
invalid, the Service rejects the request and no value is 
returned for the stock quote request. 

5. Conclusion 

In this research work, we set out to provide 
declarative security for web services i.e.  a mechanism 
through which developers of web services can just 
declare the security attributes required for their 
applications, without the need to take care of the detailed 
security rules. We have enhanced Apache Axis, an open 
source web services development platform to provide 
such support. With this enhancement, Axis developers 
can specify security rules such as authentication, 
authorization, signature and encryption in a rule-based 
security engine. The main advantage of this approach is 
that we can reuse the security engine for different web 
services. 

A web service which provides stock market quotes 
was used to test the rules-based security engine. This 
service was deployed on Axis, with the desired security 
rules specified in the XML rules configuration file. A 
web service client was used to validate the security 
engine, by accessing the web service under different 
security configurations. Cases involving different 
security requirements were tested to validate the design 
and implementation of our rule-based security engine. 

Future work might include pursuing the other 
approach in implementing rule-based security: the agent 
based distributed approach, as opposed to the centralized 
approach chosen in this project. It would be useful to 
compare the performance of the two approaches using 
the same test environment. 
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